
 

Recent Scams on the Rise! 
In This Issue: 

- How to Protect Yourself and Prevent Mail The� and Fraud 
- Don't Dial Trouble: How to Outsmart Phone Phishing Scams 
- Stay Safe Online: How to Spot and Avoid Email Phishing Schemes 
- Safeguard Your Devices: How to Shield Against Computer Hacking Scams 

 

Mail The� and Fraud: Check fraud occurs when unauthorized individuals manipulate or forge checks to 
unlawfully obtain funds from another person's account. Stolen mail presents a significant risk for check fraud as 
criminals may intercept checks, alter them, or create counterfeit checks to access vic�ms' finances. To prevent 
mail check fraud, individuals should promptly retrieve incoming mail to minimize the risk of the�. Addi�onally, 
employing secure mailing op�ons such as registered or cer�fied mail can add an extra layer of protec�on against 
unauthorized access to sensi�ve financial documents. To eliminate the risk of stolen mail, directly deliver any 
outgoing mail to your nearest postal facility. 

Individuals should promptly report any suspected instances of stolen mail/unauthorized check ac�vity to Harvest 
Bank and take measures to secure their mail delivery. Check fraud is more common with businesses than with 
individuals, but anyone can be a vic�m! 

 

Phone Phishing: Phone phishing is a decep�ve prac�ce where fraudsters impersonate legi�mate en��es to 
extract sensi�ve informa�on or money from unsuspec�ng individuals over the phone. To prevent falling vic�m to 
phone phishing scams, it's crucial to exercise cau�on and skep�cism when receiving unexpected calls, especially 
calls that request personal or financial informa�on. Refrain from providing sensi�ve details such as passwords, 
social security numbers, or banking informa�on over the phone unless you ini�ated the call and can verify the 
iden�ty of the caller through official channels, such as a legi�mate website. Addi�onally, consider registering 
your phone number on the na�onal Do Not Call Registry and u�lize call-blocking features provided by your 
phone service provider to minimize the frequency of unsolicited calls. Stay informed about common phone 
phishing tac�cs and report any suspicious calls to relevant authori�es or consumer protec�on agencies.  

 

Email Phishing: Email phishing is a fraudulent prac�ce where cybercriminals send decep�ve emails pretending 
to be from reputable sources, aiming to trick recipients into revealing sensi�ve informa�on or clicking on 
malicious links. To prevent falling vic�m to email phishing scams, it's essen�al to scru�nize emails carefully, 
especially those reques�ng personal or financial informa�on. Be cau�ous of unexpected emails from unfamiliar 
senders or those containing urgent requests for ac�on. Avoid clicking on suspicious links or downloading 
atachments from unknown sources. Addi�onally, enable spam filters on your email account and regularly 
update your an�virus so�ware to detect and prevent phishing atempts. Educate yourself about phishing and be 
very cau�ous about any unsolicited or strange emails. 



 

Computer Hacking Scams:  Scammers can impersonate so�ware companies, such as Microso� or Geek Squad, 
through various means, such as phone calls, emails, or pop-up messages, claiming there are issues with your 
computer or so�ware that require immediate aten�on. They may request remote access to your system or ask 
you to download malicious so�ware, enabling them to steal sensi�ve informa�on or install malware. To prevent 
falling vic�m to these scams, it's crucial to remember that Microso�, or other tech companies, do not proac�vely 
reach out to users in this manner. Be wary of unsolicited communica�on claiming to be from a tech company and 
never provide personal or financial informa�on or grant remote access to your computer to unknown individuals 
or en��es. Install reputable an�virus so�ware, keep your opera�ng system and applica�ons updated, and 
educate yourself and your family about common phishing tac�cs to stay vigilant against such scams. If you're 
unsure about the legi�macy of a communica�on, contact the company directly through official channels to verify 
its authen�city. 

 

Remember… 

Educa�ng yourself on how to prevent fraud is essen�al for safeguarding against various scams and schemes. 
Start by staying informed about common fraud tac�cs through reputable sources such as government agencies, 
consumer protec�on organiza�ons, or financial ins�tu�ons. Addi�onally, regularly review your financial 
statements, credit reports, and online accounts for any suspicious ac�vity, and familiarize yourself with the 
warning signs of poten�al fraud. By remaining vigilant, staying informed, and prac�cing cau�on in your financial 
transac�ons, you can significantly reduce the risk of falling vic�m to fraud. 

 

If you feel you have fallen vic�m to a scam and have given out any sensi�ve financial informa�on, contact 
Harvest Bank immediately. We are here to help you! 

 

 


